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ABSTRACT

The current state of digitalization of the countries of the world
has been investigated and the expediency of increasing the level of
digital literacy of society has been substantiated. It has been estalb-
lished that anoticeable movement towards increasing digital compe-
tencies, which is associated with the introduction of information and
communication technologies, was made both during the pandemic
and in Ukraine - with the beginning of the full-scale Russian invasion.
It has been proved that the key step in building open government is
the use of e-democracy tools. Electronic democracy is singled out as
a type of social relations in which citizens and organizations partici-
pate in the formation of the state and public administration, as well
as local self-government through the active use of information and
communication technologies in democratic processes. It has been
proven that there is a need for cooperation with the private sec-
tor and the need to make many efforts to bridge the digital divide
in cities and rural areas by extending e-government services to ru-
ral areas. The digitalization of customs is also important, which al-
lows expanding the country's economic system and controlling the
state of queues at checkpoints, automatically calculating the cost
of customs duties, excise duties and other payments, as well as sim-
plifying and speeding up the mechanism for submitting documents
for customs control through the electronic cabinet. Proposals have
been made to increase the efficiency of the use of information and
communication technologies in the digital society.

Digitalization, information and communication technologies,
state formation and public administration, digital government ser-
vices, information society.
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ANALYSIS OF RECENT
RESEARCH AND PUBLICATIONS

In the context of the Russian-Ukrainian
war and the post-COVID period, the issues of
ensuring digital literacy of the population in
order to ensure a high level of competitive-
ness are relevant. Problematic issues of dig-
italization of the economy were studied by
scientists: Andriyiv N. (2022), Brodny J., Tutak
M. (2022), Brynjolfsson E.& McAfee E. (2016),
Cherep A. V. (2018, 2022, 2024), Cherep O. H.
(2018, 2022, 2024) & Ohrenych Y. O. (2022),
Shvets Y. O. (2018), Ohrenych Yu., Helman
V., Gorbunova A. (2024), Ovander N.L. (2018),
Paul-Jasper Dittrich (2020), Pavliuk A., Liapin
D. (2012), Qiong Xu, Xin Li, Yu Dong & Fei Guo
(2023), Rahmouni M. (2013), Ramachandran R.
(2019), Repeta Yu. V. (2022).

It is digitalization that allows you to im-
prove the quality of life of the population,
both Ukrainians and the population in oth-
er countries of the world. Therefore, the
topic is relevant and timely today and in the
future.

The aim of the article is to develop e-de-
mocracy tools to increase the efficiency of the
use of information and communication technol-
ogies in the digital society. It is proposed to use
digital technologies in order to form an effective
dialogue between the public and the state.

Table 1.

RESEARCH METHODS

In the process of scientific research, the
method of grouping was used in order to an-
alyze the development of digital public ser-
vices and the introduction of special digital
technologies by regions of Ukraine. Also, in
the process of studying the tools of e-de-
mocracy, general economic and specific sci-
entific methods were used, which made it
possible to study the impact of digital tech-
nologies on the efficiency of decision-mak-
ing and effectively manage financial flows,
reform education to improve competence
and creation of a stable economic system
with the possibility of strategic planning.
The proposed measures using synthesis
methods make it possible to make propos-
als for reforming the processes of digitaliza-
tion of social programs that provide support
to the population.

RESULTS

Ukraine in 2024 ranked 5th in the world
in terms of the development of digital govern-
ment services according to the Online Services
Index rating, which is part of the international
study of the UN e-Government Development
Index (table 1) (Ukraine is among the top 5
countries in terms of e-government services
development, 2022).

Online Services Index rating, which is part of the international

study of the UN e-Government Development Index

Source: Ukraine is among the top 5 countries in terms of e-government services development, 2022:

Place in the ranking

Country

1

Republic of Korea

Denmark

Estonia

Saudi Arabia

UKRAINE

Singapore

N[O |0 |lw]|DN

Great Britain and Northern Ireland
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Table 1 (continued)

New Zealand

Japan

10

Kazakhstan

During the development of the informa-
tion society, information becomes not only the
main means of increasing the competitiveness
of the enterprise, but also the main source of
cooperation and collaboration among enter-
prises. Moreover, the exchange of knowledge
is possible not only among enterprises, but
also directly from the enterprise to custom-
ers. Means of knowledge exchange are used by
5786 enterprises for 2024, with a tendency to
increase in the following periods.

In order to spread mobile and Internet
communication, to control the quality and
speed of services provided, the Ministry of
Digital Transformation of Ukraine created
the BroadBand project (Project «Concept of
development of digital competencies in the
society of Ukraine» Cabinet of Ministers of
Ukraine, 2020). On the project site, each user
can provide location data and the program
automatically measures the speed of the In-
ternet. The site should check the availabili-
ty of services throughout the country, their
speed and, as a result, the collected data
should become a prototype of the Internet
map of Ukraine.

It is also important to remember that ISPs
are private businesses that have a vested in-
terest in making a profit. Creating conditions
for controlled competition is the key to con-
tinuous improvement of their services by pro-
viders, to competition in the price level, which
will reduce existing prices and to the constant
expansion of the network, which will help the
state digitalization to be comprehensive.

To achieve the digitalization of all existing
regions in Ukraine, special programs are also

being implemented, one of which is the EGAP
program.

The E-Governance for Accountability and
Participation Program (EGAP program) (Proj-
ect «Digital Agenda of Ukraine - 2020», 2020)
is realized during 2015-2023 by the Eastern
Europe Foundation and the Innovabridge
Foundation in partnership with the Ministry
of Digital Transformation of Ukraine. The pro-
gram is implemented with the support of Swit-
zerland, provided through The Swiss Agency
for Development and Cooperation (SDC). The
target regions are Vinnytsia, Volyn, Dniprop-
etrovsk, Luhansk and Odessa regions (E-Gov-
ernance for Accountability and Participation
(EGAP), with the support of Switzerland, 2022).

The work continues on two key compo-
nents: the development of e-services and
e-democracy both at the national level and
in the regions of Ukraine (or at the commu-
nity level).

Such a transformation not only contrib-
utes to the development of individual re-
gions, but also accelerates the digitalization
of the country as a whole and strengthens the
decentralization processes taking place in re-
cent years.

An interesting project of the Ministry of
Digital Transformation is the introduction
of «Smart City». This initiative was first tak-
en by the capital, creating Kyiv Smart City
in 2015, in order to technologize the capital
of Ukraine - the city of Kyiv through the in-
troduction of «Kyiv Card» projects: online re-
cording and support of city projects with the
establishment of an open data portal, online
registration to doctor, electronic queue to
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kindergartens, integrated video surveillance
system, electronic petition system, etc. That
is, all basic services of communal, private,
city, state enterprises must be digitized and
interconnected.

However, as of 2020, even Kyiv has reached
only the first stage of «Smart City» 1.0, which
means the lack of a common strategy, and that
automation has affected individual, unrelated
components.

Data openness is the foundation of both
the information and digital societies. In order
to promote the transparency of authorities,
each government agency has a website or so-
cial network page that reflects the main news,
general reports, project and planning indica-
tors and it maintains public relations.

An important step in the development of
open authority is the use of e-democracy tools.
Electronic democracy is a form of public rela-
tions in which citizens and organizations are
involved in state formation and public admin-
istration, as well as in local self-government
through the widespread use of information
and communication technologies in demo-
cratic processes, which allows to:

« strengthen the participation, initiative
and involvement of citizens at the nation-
al, regional and local levels in public life;

o improve the transparency of the deci-
sion-making process, as well as the ac-
countability of democratic institutions;

« improve the response of the subjects of
power to the appeals of citizens;

« facilitate public discussions and draw cit-
izens’ attention to the decision-making
process.

The most common tools of e-democracy
used today in Ukraine at both the national
and local levels are e-consultations, e-peti-
tions, e-appeals, participation budgets (public
budgets).

The resources have also been created for
the publication of datasets in the form of open
data, including the use of electronic platforms
such as Civil Society and Government, Smart
City or the Single System of Local Petitions,
which combine several electronic tools for
participation.

At the present stage of development the
state online platforms have become a special
source of information, they provide simplifi-
cation of some services, promote the dissem-
ination of information in society, and ensure
digitalization of the population of Ukraine.

The «Action» platform is the main portal
of todays; it is created and managed by the Min-
istry of Digital Transformation (Project «Digital
Agenda of Ukraine - 2020», 2020). «Action» is
a multifunctional portal that is a direct link
between the state and citizens. In general,
the platform can be divided into the following
main activities:

— Identification of the population with the
help of electronic documents in the mo-
bile application «Action»;

- Online service for providing public
services;
- “Action. Digital Education «as an

educational portal available to the public
for the purpose of teaching digital literacy;

- Small and Medium Business Assistance
Portal “Action. Business».

Identification reform consists of the grad-
ual reformatting into electronic form of old
identification documents, the change in the
outdated form of record keeping, the introduc-
tion of new standards and processes, etc. «Dig-
italization» of the sphere of citizen identifica-
tion and introduction of both the state system
based on ID-cards and alternative BankID and
MobilelD provide an opportunity to change
the «paper» system of public administration,
i.e. to make a «digital» leap in the development

This article is licensed under the Creative Commons Attribution 4.0

25 December, 2025,
Volume 2 (2),

ISSN 3068-3580
https:/www.us-journal.us

International License (CC BY 4.0). Reproduction, distribution, and public
communication of the work, as well as the creation of derivative
works, are permitted provided that the original source is cited.



- University
science

of e-government, e-democracy. In addition, it
is a powerful impetus to the development of
e-commerce and «digital» economy in general.

Identification using BankID and MobilelD
for public services, especially in the imple-
mentation of deeds, etc., requires the creation
of a state infrastructure for identification and
verification of users of these tools. In this per-
spective, the issue of certification of interna-
tional data protection standards (ECC, RSA)
in Ukraine is also important. The main driv-
ers of BankID and MobilelD are respectively
banking institutions headed by the National
Bank of Ukraine and mobile operators. In this
direction the key actions of state institutions
should be the issues of standardization of
electronic identification means, including in
the field of data security.

In the future, access to information of all
available portals will be provided from this
mobile application. The portal allows you to
receive services remotely, with the provision
of official documents in electronic form. In
this way, administrative services become more
accessible to the population and business,
and the connection between the state and the
public becomes a question-and-answer forum.

The Single State Portal of Administrative
Services managed by the Ministry of Econom-
ic Development and Trade of Ukraine is also
quite easy to use (The Single State Portal of
Administrative Services, 2022). This portal of-
fers a wide range of services to citizens and
businesses, but does not provide them with
online access, but only ensures basic informa-
tion about the service and where to receive it.
Thus, this platform is more informative, but
its basic information can be as additional ma-
terial for the platform “Action”.

The tax policy of the state has always been
burdened with accounting papers, constant
recalculation of cash flows and grouping of

tax payments. The introduction of electronic
registers of taxpayers by the State Tax Service
allowed moving to the electronic circulation
of documents with automated calculation of
tax payments. The function to search for com-
panies in the register of taxpayers under the
USREOU code is also convenient to identify
arrears of tax payments from businesses that
the company cooperates with (State Tax Ser-
vice of Ukraine, official portal, 2020).

Digitalization of customs also occupies a
prominent place for the country’s economic
system. The web portal «Single Window» was
created to facilitate international trade; it is a
reference and functional site of the State Cus-
toms Service of Ukraine. The site allows you to
monitor the status of queues at checkpoints,
calculates automatically the cost of customs
duties, excise duties and other payments, as
well as simplifies and speeds up the mecha-
nism of submission of documents at customs
control due to the electronic cabinet.

If the tax policy is directly related to busi-
ness entities and the population, then the
budget system concerns the administrative
functions of the state. The platform «Open
Budget» was developed to monitor the state
budget of Ukraine, its implementation, analy-
sis, as well as statistical and analytical data of
local budgets. All cash flows, execution of ap-
proved budget items, the process of execution
of local budgets are reflected by this platform
in free access for all network users. Thus, the
budget policy of the state becomes transpar-
ent and open (Web-portal State Budget for cit-
izens «Open Budget», 2022).

In general, all official state platforms with
the gov.ua domain have informative or infor-
mative-functional content to simplify the pro-
vision of administrative services. Digitization
of such sources requires that citizens have
some knowledge about these services, the use
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of Internet resources or communication ser-

vices and the use of the interface, as different

age groups have different attitudes to such in-
novations.

For this the state must digitize additionally
socio-economic spheres, and first of all, must
create accessible educational programs for the
population on the digitalization of society.

Thus, the «Action» platform also has ed-
ucational resources - short videos that help
users to master confidently the programs and
to understand the legal and accounting basis
of the services they use. The Digital Education
program has information materials explain-
ing clearly the innovative technologies of the
modern world for both children and adults.
Also under the conditions of quarantine, the
digitalization of education has accelerated sig-
nificantly, as education took place remotely in
most of the country.

The Law of Ukraine «On Education» de-
fines information and communication com-
petence as one of the key competencies nec-
essary for every modern person for successful
life. In the Digital Competency Framework for
citizens of Ukraine, the levels of mastery of
competencies (basic, intermediate and high)
are divided conditionally into sets of areas of
competence:

1) basics of computer literacy;

2) information literacy, ability to work with
data;

3) creation of digital content;

4) communication and interaction in the dig-
ital society;

5) security in the digital environment;

6) solving problems in the digital environ-
ment and lifelong learning (Project «Digital
Agenda of Ukraine - 2020», 2020).

As aresult of the reform, each person must
master certain skills, form the worldview of
the new digital society. At the same time, gov-

ernment activities should become transparent
to society and, with the help of digital technol-
ogies, increase the efficiency of decision-mak-
ing, and manage effectively financial flows,
responding to all changes in society. For busi-
ness, education reform will help to increase
the competence of producers, facilitate access
to export trade and create a more stable eco-
nomic system with the possibility of strategic
planning.

In accordance with the European Union
program «European Health Strategy 2020» in
Ukraine it is necessary to develop and ensure
the implementation of the National Program
«Health - 2020: the Ukrainian dimensiony,
which will improve approaches to methods
of solving pressing problems in the field of
health care. «Digital» medicine should pro-
vide interaction among patients, health pro-
fessionals and institutions through «digital»
technologies. The transition of medical doc-
ument management to digital format is a key
goal of «digital» medicine in Ukraine.

A necessary condition for achieving this
goal is the creation of a national Electronic
Health Record (EHR) system. EHR is a dynam-
ic set of systematized electronic data on the
state of health of an individual patient, which
provides information exchange among partic-
ipants in the process of production and con-
sumption of medical services.

Social programs that provide support to the
population are also being digitized gradually.
The most modern projects are considered to
be E-residence, E-baby, which were proposed
by the Ministry of Digital Transformation and
introduced in 2020.

E-residency creates a special status of a
foreign citizen in Ukraine, which opens access
to information and consulting services, sim-
plifies the procedures for obtaining adminis-
trative services and concluding civil law agree-
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ments, as well as gives him the opportunity
to establish and conduct business in Ukraine
remotely. The project is created primarily for
representatives of the creative industry - IT,
marketing, advertising, and gaming.

E-baby - a complex service for parents of
newborns. With one application you can get
about 10 public services from different au-
thorities at the same time. This simplifies the
system of accounting for newborns and the
time spent by parents on child registration.

CONCLUSIONS

Payment for goods and services in the dig-
ital society must be made entirely through
electronic payment systems. In order to en-
sure a reliable system of electronic payments

AUTHOR CONTRIBUTIONS

Conceptualization: Ludmila Oleynikova.
Data curation: Oleksandr Cherep.
Formal analysis: Oleksandr Veremeyenko.

Funding acquisition: Oleksandr Veremeyenko.

Investigation: Dmytro Savenko.
Methodology: Ludmila Oleynikova.
Project administration: Dmytro Savenko.
Resources: Oleksandr Cherep.

Software: Oleksandr Cherep.

and interbank settlements, the National Bank
of Ukraine has created a system of electron-
ic payments - SEP. It handles more than 96%
of interbank settlements, as well as real-time
customer transfers. On average, SEP process-
es 1.5 million payments worth about UAH 173
billion a day. However, the potential of SEP is
much greater - the margin of SEP capacity al-
lows processing almost 10 times more docu-
ments per day than the current volume.

Digitalization creates an accessible and
open society and the transformation of pub-
lic services into digital forms an effective di-
alogue between the public and the state. In
general, digitalization extends to absolutely all
functions of the state and provides intensive
development of all spheres.

Supervision: Ludmila Oleynikova, Volodymyr Petryakov.

Validation: Oleksandr Veremeyenko, Volodymyr Petryakov.

Visualization: Dmytro Savenko.

Writing — original draft: Ludmila Oleynikova.

Writing — review & editing: Ludmila Oleynikova.

BIBLIOGRAPHIC REFERENCES

1. Andriyiv, N. (2022). Tsyfrova transformatsiia pidpryiemstva: teoretychnyi bazys [Digital transformation of the en-
terprise: theoretical basis]. Efficient economy, no. 4. URL: chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/

http://www.economy.nayka.com.ua/pdf/4_2022/81.pdf .

2. Brodny, J.& Tutak, M. (2022). The Level of Digitization of Small, Medium and Large Enterprises in the Central and
Eastern European Countries and Its Relationship with Economic Parameters. Journal of Open Innovation: Technology,

Market, and Complexity, Vol. 8, Issue 3. URL: https://www.sciencedirect.com/science/article/pii/52199853122007144 .

This article is licensed under the Creative Commons Attribution 4.0
International License (CC BY 4.0). Reproduction, distribution, and public
communication of the work, as well as the creation of derivative
works, are permitted provided that the original source is cited.

25 December, 2025,
Volume 2 (2),

ISSN 3068-3580
https:/www.us-journal.us



University
science

10.

11.

12.

13.

14.

15.

16.

17.
18.

19.
20.

Brynjolfsson, E.& McAfee, E. The Second Machine Age: Work, Progress and Prosperity in a Time of Brilliant Technol-
ogies. Kyiv: FUND, 2016. p. 36.

Cherep, A. V., Cherep, O. H.& Ohrenych, Y. O. (2022). Udoskonalennia naukovo-metodychnoho pidkhodu do otsinky
vplyvu faktoriv na vykorystannia mekhanizmu formuvannia stratehii antykryzovoho upravlinnia operatsiinoiu
diialnistiu promyslovykh pidpryiemstv u kryzovykh umovakh [Improving the scientific and methodical approach
to assessing the impact of factors on the use of the mechanism for forming a strategy for anti-crisis management
of operational activities of industrial enterprises in crisis conditions]. Financial and credit activity-problems of the-
ory and practice, no. 1(42), 134-144

Cherep, A. V., Cherep, O. H.& Shvets, Y. O. (2018) Teoretyko-metodychni osnovy rozrobky modeli innovatsiinoi diial-
nosti pidpryiemstv mashynobuduvannia shliakhom vykorystannia ekonomichnoho mekhanizmu [Theoretical and
methodological backgrounds of the innovation activity model’s development in the machine-building enterprises
using economic mechanism]. Financial and credit activity-problems of theory and practice, vol. 2, no. 25, 375-384.

Cherep, O., Cherep, A., Ohrenych, Yu., Helman, V.& Gorbunova, A. (2024). Improvement of the management mech-
anism of the strategy of innovative activities of enterprises. Financial and credit activity: problems of theory and
practice: publication of scientific papers, Vol. 1 (54), 471-484.

Ovander, N.L. (2018) Innovatsiino-investytsiina diialnist pidpryiemstv Ukrainy ta Zhytomyrskoi oblasti [[nnovation
and investment activities of enterprises of Ukraine and Zhytomyr region]. Scientific Bulletin of Uzhhorod National
University. Series: International Economic Relations and the World Economy, vol. 20, part 2, 131-136.

Paul-Jasper, Dittrich. The European answer to the digital revolution. Jacques Delors Institute URL: https://www.
delorscentre.eu/ fileadmin/user_upload/20180920_Evian_Digital-Revolution_Dittrich_Krewer.pdf

Pavliuk A.& Liapin D. Regarding the Development of Public-Private Partnership as a Mechanism for Intensification
of Investment Activity in Ukraine: Analytical Note dated May 22, 2012. National Institute of Strategic Studies. URL:
https://www.niss.gov.ua/doslidzhennya/ekonomika/schodo-rozvitku-derzhavno-privatnogo-partnerstva-yak-me-
khanizmu-aktivizacii

Qiong Xu, Xin Li, Yu Dong& Fei Guo. (2023). Digitization and green innovation: how does digitization affect
enterprises’ green technology innovation. Journal of Environmental Planning and Management. URL: https://www.
tandfonline.com/doi/full/10.1080/09640568.2023.2285729.

Rahmouni M. (2013). Innovativeness of Exporting firms in a Developing Country: The Case of Tunisia. Economics
Bulletin, AccessEcon, Vol. 33(2), pp. 914-930. URL: https://ideas.repec.org/a/ebl/ecbull/eb-12-00359.html.
Ramachandran R. (2019). Cybersecurity and its Critical Role in Global Economy. Information Systems Audit and
Control Association (ISACA): official website. URL: https://www.isaca.org/resources/news-and-trends/isaca-now-
blog/2019/cybersecurity-and-its-critical-role-in-global-economy.

Repeta Yu. V. Origin and Development of Contractual Forms of Implementation of Public-Private Partnership.
Current Problems of the State and Law. 2022/, 87-98. DOI: https://doi.org/10.32782/apdp.v94.2022.11. URL: http://
www.apdp.in.ua/v94/11.pdf/.

Ukraine is among the top 5 countries in terms of e-government services development. URL: https://hmh.news/
en/4970/ukraine-is-among-the-top-5-countries-in-terms-of-e-government-services-development/

Project «Concept of development of digital competencies in the society of Ukraine» Cabinet of Ministers of Ukraine,
Kyiv 2020, c. 47 URL: https://thedigital.gov.ua/storage/uploads/files/normative_document/2020/11/Proiekt_Rozpo-
riadzhenia KMU_KONTSEPTSIIA pdf

Project «Digital Agenda of Ukraine - 2020» Conceptual principles (version 1.0) Hitech office, December, 2016. C. 90.
URL: https://ucci.org.ua/uploads/files/58e78ee3c3922.pdf

E-Governance for Accountability and Participation (EGAP), with the support of Switzerland. URL: https://egap.in.ua

The Single State Portal of Administrative Services. The Ministry of Economic Development and Trade. URL: https://
my.gov.ua/info/services

State Tax Service of Ukraine, official portal. URL: https://tax.gov.ua
Web-portal State Budget for citizens «Open Budget» URL: https://openbudget.gov.ua

25 December, 2025, This article is licensed under the Creative Commons Attribution 4.0

Volume 2 (2),

International License (CC BY 4.0). Reproduction, distribution, and public

ISSN 3068-3580 communication of the work, as well as the creation of derivative
https:/www.us-journal.us works, are permitted provided that the original source is cited.



